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action: global
title: Target Active Directory
status: experimental
description: Detect Attack in Active Directory.
author: KRCert RyanKDW
date: 2021/05/24
references:
tags:
- attack.t1569.002
- attack.t1053.005
- attack.t1070.001
- attack.t1037.003
- attack.tlu4sy.eel
- attack.t1036.005

falsepositives:
- Software installation
level: high
logsource:
product: windows
definition : 'Detect Service Execution and ScheduleTask Creation.'
detection:
service_powershell:
EventID: 7645
ServiceFileName|contains:
- 'powershell.exe’
service_cmd:
EventID: 7645
ServiceFileName|contains:
- 'cmd.exe'
service_bat:
EventID: 7045
ServiceFileName|contains:
- '.bat'
schedule_create:
EventID: 106
delete_system_log:
EventID: 164
delete_secure_log:
EventID: 1102
condition: 1 of them

logsource:
product: windows
definition : 'Detect EventLog Delete
detection:
delete_systen_log:
EventID: 164
delete_secure_log:
EventID: 1102
condition: 1 of them
logsource:
product: windows
defination : 'Detect Group Policy Object Creation. Apply to Domain Controller'
detection:
GPO_Create_log:
EventID: 1502
GPO_File_creation:
TargetFilename|contains: '\\SYSVol\\*\\Policies\\*\\Machine\\Scripts\\*'
condition: GPO_Create_log and GPO_File_creation
logsource:
product: windows
category: file_event
defination : 'Detect Masquerading malware'
detection:
malware_path:
TargetFilename|contains:
- 'C:\ProgramData\Adobe\"'
- 'C:\Intel\'
= 'C:\hp\"'
\ProgramData\Microsoft Help\'
= 'C:\Windows\tasks\'
condition: malware_path
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Download Phishing Attach...
INITIAL-ACCESS | PHISHING: SPEARPHIS.

Create and Execute Batch S...
EXECUTION | COMMAND AND SCRIPTING

Bypass UAC using Comput...
ULTIPLE | ABUSE ELEVATION CONTROL

Privilege
Escalation

Delete a single file - Windo...
DEFENSE-EVASION | INDICATOR REMOVA.

Deobfuscate/Decode Files ...
DEFENSE-EVASION | DEOBFUSCATE/DEC.

Account Discovery (all)
DISCOVERY | ACCOUNT DISCOVERY: DO.

System Information Discovery
DISCOVERY | SYSTEM INFORMATION DI.

&
Copy and Execute File with ...

LATERAL-MOVEMENT | REMOTE SERVICE.

Copy Sandcat File using Ps...
LATERAL-MOVEMENT | LATERAL TOOLT.

Exfil staged directory
EXFILTRATION | EXFILTRATION OVER C2

Malicious User Agents - Po...
COMMAND-AND-CONTROL | APPLICATION
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PowerShell Fileless ScriptE...
EXECUTION | COMMAND AND SCRIPTING

Create a new Windows adm...
PERSISTENCE | CREATE ACCOUNT: LOCA.

Indicator Removal using FS...
DEFENSE-EVASION | INDICATOR REMOVA.

Clear Logs
DEFENSE-EVASION | INDICATOR REMOVA.

Offline Credential Theft Wit...
CREDENTIAL-ACCESS | OS CREDENTIAL
Credential
Access

File and Directory Discover...
DISCOVERY | FILE AND DIRECTORY DISC.

GetServiceAccounts
DISCOVERY | SYSTEM OWNER/USER DISC.

RDP to DomainController
LATERAL-MOVEMENT | REMOTE SERVICE.

Find files
COLLECTION | DATA FROM LOCAL SYSTEM

Windows - Stop service
IMPACT | SERVICE STOP

Install PSTools
COMMAND-AND-CONTROL | INGRESS TO.
Command &

Control

zHS
o=

A F7H AD 87 el 4] ARl

2 Aesta @A 714
tjste] gtelrgkr}. 7] Aal|A|3
e EA47}
3] TTP -2l

o] LgAe]

ol s3]

=5

£

-

T

s

i

N

%

)

Excel 4 Macro
EXECUTION | USER EXECUTION: MALICIO.

Service Installation PowerS...
MULTIPLE | CREATE OR MODIFY SYSTEM

System File Copied to Unus...
DEFENSE-EVASION | MASQUERADING

Msiexec.exe - Execute Arbit...
DEFENSE-EVASION | SIGNED BINARY PR.

a

Process Discovery - ps
DISCOVERY | PROCESS DISCOVERY

Network Share Discovery
DISCOVERY | NETWORK SHARE DISCOV.

Copy 54ndca? (WinRM and
LATERAL-MOVEMENT | LATERAL TOOL

g \gteral
= & Qement

Invoke-Command
LATERAL-MOVEMENT | REMOTE SERVICE.

Compress Data for Exfiltrati...
‘COLLECTION | ARCHIVE COLLECTED DATA

Windows - Stop service by ...
IMPACT | SERVICE STOP

TeamViewer Files Detected ...
COMMAND-AND-CONTROL | REMOTE ACC.
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Splunkd. exe",
‘WIN-TOLLOSDINAM\\Adninistrator®
€:\\Users\\PubLic\\splunkd. exe"

dz",
021-05-26 15:24:07",
021-05-26 17:49:48",

IN-TD1LOSDINAN"
"display_name": "WIN-TDLLOSDINANSUIN-TDILOSDTHANN\Administrator”
v "http://10.10.2.40:8888",

“privilege™: null,
“repeatable”: false,

“steps': [
<

"ability_id": *1bu7e726716362F535eu7c9cd1051c6b"
TEhL b

"The macro-enabled Excel file contains VBScript which opens your default web browser and opens it
Download Phishing Attachment - VEScript”,

Phishing: Spearphishing Attachment",
T1566.001"

"ability id": "523898649FF03b6F60515F92F2UeIcO",
"conmand": " 3

WLdc LNYXROTCTZNS

1

": vexecution”,

ommand and Scripting Interpreter: Powershell”,
"T1059. 001"

“technique_nane"
“technique_id"

'WIN-TDLLOSDINAM\\Adninistrator®,
“proxy_receivers": {},
C:\\Users\\Public\\splunkd. exe" ,

“pic

"host": "WIN-TDLSSDINAN,

"display_name”: "WIN-TDLLOSDINANSUTN-TDILOSDTHAN\\Administrator”,
" "http://10.10.2.u0:8888",

“ppid: 1072
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